Chapter 1: Executive Overview

Introduction

The 2009-2012 Monroe Community College Technology Plan (Plan) is a comprehensive and
forward looking strategy to support educational technology, libraries and learning environments,
infrastructure, and applications for Monroe Community College’s (MCC) students, faculty and
staff. This Plan draws its research base from internal and external research conducted during the
development of the 2006 MCC Middle States Self Study Report and the 2007 MCC Strategic
Plan. Educational Technology Services (ETS) has purposefully aligned the consideration of
technology futures with the development of the College’s Strategic Plan to ensure that the
technology goals of the college reflect the current mission and directions established by the
faculty and approved by the Board for the College.

This Plan recognizes that technology has a significant role in supporting the evolution of MCC
as a Learning College. In 1997, Terry O’Banion, former Executive Director of the League for
Innovation in the Community College, published his book, A Learning College for the 21st
Century. The key principle of that book was that learning and the learner be placed at the center
of a community college education.

O’Banion’s six key principles of a learning college are:

e The learning college creates substantive change in individual learners.

e The learning college engages learners in the learning process as full partners, assuming
primary responsibility for their own choices.

e The learning college creates and offers as many options for learning as possible.

e The learning college assists learners to form and participate in collaborative learning
activities.

e The learning college defines the roles of learning facilitators by the needs of the learners.

e The learning college and its learning facilitators succeed only when improved and
expanded learning can be documented for its learners.

In the learning college information technology is one of the five core areas. In the learning
college technology is to be incorporated throughout the college to manage complex
arrangements, to extend and expand a sense of community, and to address and assess distance
learning and individualized instruction. This Plan focuses ETS’s efforts in these three areas:
technology for instructional support, technology as a flexible tool, and technology as a
communication system. Appendix F provides an overview of the principles of a learning
college.



Technology Defined

The MCC Technology Plan is presented to the college community and its many stakeholders as a
blueprint for the future. To clarify the scope of this document, the term technology is defined as
follows:

All aspects of communications software, library and information services,
equipment, and infrastructure that impact Monroe Community College

The Plan addresses the college’s overall educational and administrative technology resources.
This Plan does not address discipline-specific or department-related technology. Essentially, the
technologies included are those administered through (and with) the Educational Technology
Services Team on an annual budgetary term. It must be noted that the ETS mission is not focused
solely on technology implementation, but rather the effective implementation of technology and
the delivery of information services to enhance the teaching and learning process and to support
efficient business processes.

Methodology

This Plan is the result of a year-long process undertaken by the entire ETS management team
including all directors and assistant/associate directors from the four core areas of ETS:
Computing, Communications and Network Services, Instructional Technologies, and Libraries.
This team, with support from the Vice President’s Office, performed a review of all current
MCC planning documents. Based upon this review, ETS established five strategic areas (see
Outcomes). Cross departmental teams were then established to ensure a focus on each strategic
area and charged with the following tasks:

Research the strategic area

Review internal and external trends
Establish the scope of strategic area
Identify stakeholders to interview

Awnh e

The research phase of this process included reviews of numerous internal and external resources
specific to each strategic area. The goal of this research was to identify trends in the areas that
will impact MCC over the next four years. The ETS management staff brought significant
expertise and professional affiliations with numerous external groups throughout SUNY to this
process. A complete list of reference materials is included in the appendices.

Each team then narrowed and defined the scope of their strategic area in order to concentrate on
the topics that will be most relevant and have the most impact on MCC.

Given that extensive interviews had occurred throughout the strategic planning process, the team
decided that a survey would maximize the amount of input from the college community. The
team developed a survey sent to all MCC employees to validate the research, and to establish
employee priorities, interests and levels of satisfaction with current services. A separate survey
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was customized and sent to all MCC students. Both surveys and results are included in the
appendices. Participants were also asked if they would like to participate in focus groups. These
groups will be convened as ETS implements the Plan to further ensure that that the Plan’s goals
remain relevant.

Goals and objectives were then developed for each the strategic areas. The style of each section
and specificity of the goals and objectives vary depending on the area and the identified needs.
However, the Teams found that basic principles that were prevalent across all strategic areas and
each area’s specific goals. These principles are access, online services, green technology and
comprehensive planning and support. These principles are addressed in Chapter 3.

Based on the information derived from the research, surveys and interviews, the teams
established guiding principles that span all goals. The principles are overarching themes that
support the strategic plan and are a part of each goal.

In addition to the development of the themes, goals and objectives, several chapters were
included to provide a review of technology planning including a chapter on the history and fiscal
impact of past technology plans, funding and governance, and the technology plan
implementation process. The final document includes the following chapters:

Executive Summary

History and Fiscal Impact
Technology Plan Principles
Strategic Areas

Governance and Funding
Technology Plan Implementation
Appendices
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Outcomes

This Plan identifies five strategic areas that ETS will concentrate its efforts on for the next four
years. These areas are:

1. Administrative Systems
2. Disaster Recovery/Preparedness
3. Infrastructure

4. Security

5. Teaching, Learning and Libraries

For each of these areas, the scope was defined, internal and external trends were identified, and
goals and objectives were established. Overall, 46 goals and objectives have been identified that
will form the foundation of MCC’s ongoing technology planning process. Future annual projects
will be based on the tenets of this Plan. This Plan includes recommendations for future funding,
governance and planning.



These goals and objectives will ensure the MCC’s technology infrastructure will continue to
support the needs of our students, faculty and staff, and maintain MCC as a leader among its
peers in the innovative use technology to enhance teaching and learning.



Chapter Two: MCC Technology Plan History and Fiscal Impact

In 1995, Educational Technology Services was established as a unified technology division at
Monroe Community College. The new division provided a coordinated and comprehensive
vision for technology and technology planning initiatives in support of teaching, learning and
operational administrative needs.

ETS recognized the importance of developing a technology plan and technology planning
processes that were in alignment with the college’s mission and goals. In 1996-97, the
centralized organizational structure of the ETS division facilitated the development of a
comprehensive Technology Plan: Outpacing Obsolescence, 1997 — 2001.

In this plan, technology was defined as: “All aspects of the communication software, equipment,
and infrastructure that impact Monroe Community College.'” The development of the plan was
very inclusive, involved over 300 individuals and took over 18 months to complete. This process
was intensive and the resulting plan laid out external and internal factors impacting technology at
MCC and set a comprehensive vision for its future course.

Since that time, two additional Technology Plans have been written, the 2002 — 2004 MCC
Technology Plan Addendum and the MCC Technology Plan, 2005 — 2008.

The current Technology Plan is integrated with MCC’s Strategic Planning process, is consistent
with MCC’s Facilities Master Plan and aligns with financial planning initiatives at the institution.

Impact of MCC’s Technology Plans on the College

a) Fiscal Impact - When the 1997 — 2001 MCC Technology Plan was finalized, there were
60 viable technology projects identified. These projects were prioritized—high, medium,
low—and the technology projects and their estimated costs and savings were presented
along with the MCC Technology Plan to MCC’s local sponsor, the County of Monroe,
for funding consideration.

As a direct result of the development of the 1997 — 2001 MCC Technology Plan, Monroe
County increased its sponsor level of support to the College by $500,000 in order to
specifically implement some of the highest priority technology projects identified in the
Technology Plan.

Since the local sponsor (Monroe County) has a maintenance of effort clause, this
additional funding now is allocated to the College annually, although not all of these
funds are earmarked for technology. Over the last decade, over $5 million (operating
dollars, technology plan funds, capital funds, strategic planning funds, and private grant

! Monroe Community College 1997 — 2001 Technology Plan, Outpacing Obsolescence, Executive Summary, page 11.
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funds) have been invested in technology at MCC. The most recent listing of completed
projects can be found in the MCC Technology Plan Tactical Update.

b) Impact on Process - The implementation of MCC’s Technology Plan led to the
establishment of a formalized, inter-divisional Technology Planning process at MCC.
Under the stewardship of ETS, a team of representatives from various areas of the
College provide direction in support MCC’s technology initiatives. This process has been
successful and has increased stakeholder support from all divisions of the College. A
summary of this planning process is included in Appendix A, page 5, of the 2005 — 2008
MCC Technology Plan.

Future Directions

MCC’s 2009 — 2012 Technology Plan has evolved and emerged as a result of past planning and
visioning efforts. It is expected that this Plan will continue to serve the College well in terms of
identifying and establishing technology needs and services in support of the mission of the
College. For the first year of the 2009 — 2012 Technology Plan, funding is in place to implement
a new college-wide Computer Deployment Plan (CDP) and to provide support for Technology
Plan initiatives.

In order to comprehensively and effectively implement MCC’s technology projects in future
years, two areas require attention:

1. MCC needs to confirm a consistent resource funding level for technology on an annual
basis. Three potential areas to examine for earmarked funds for technology include: 1)
the $500,000 in local sponsor funds originally added for technology projects, 2) MCC
student technology fee revenue that totals over 1.7 million dollars annually,? and 3) the
MCC online learning technology fees that currently total over $480,000 each year.?

2. MCC needs to enhance the alignment of its large equipment funding process with the
Technology Planning process. Further integration of these two processes will provide
more comprehensive and consistent support for all of MCC’s comprehensive equipment
needs.

2 Source of data: MCC Budget Office, May 2, 2008.
3 Source of data: MCC Budget Office, May 2, 2008.



Chapter 3: Technology Plan Principles

The 2009-2012 MCC Technology Plan is based on four principles that are reflected in each of
the directions and goals. These principles are derived from the key elements in the MCC
Strategic Plan and the comprehensive self study performed during the development of the
Middle States Review. The principles are access, online services, green, comprehensive planning
and support and they are essential elements of each goal.

Access

Recognizing that access to college resources and services is an essential element to student and
employee success, ETS should provide simple, clear, fast, user-friendly, secure pathways to
those resources and services for all users. These access systems must be regularly evaluated to
ensure they meet the evolving needs of the users. The security for access to online services and
resources should be centrally coordinated to provide college-wide protection from unwanted
intrusion, to provide necessary human resources and expertise to support security, and to make
available the latest and most effective tools and software.

Online Services

Online services are an integral component of college functions and should be provided whenever
possible to meet the needs of the college communities. Online services expand access as well as
offer potential efficiencies to users and the college. Important components to online services are
the various databases and electronic resources offered by the MCC Libraries. In order to meet the
expectations of current and future students, every service and project must provide online access
to services whenever possible.

Green Technology

Green is the concept of environmental responsibility through practices that reduce energy
consumption and waste. In the information technology world, practices that reduce energy
consumption such as more efficient processors, virtualization, and the use of power management
features are common. Other practices such as reducing paper consumption and recycling are a
part of the ongoing green movement.

Comprehensive Planning and Support

In order to ensure that that the principles of access, online services and green technology are a
continuing part of all technology initiatives, planning must addresses all aspects of
implementation and assessment. These aspects of planning include the life cycle (equipment and
software), maintenance, staffing, and training. The concept of a technology lifecycle is to have a
plan for information technology systems and equipment replacements prior to obsolescence. The
primary purpose of life cycle processes is to ensure users have the most current and supported
technology. Likewise, planning for ongoing maintenance is essential. It should be determined at
the time of purchase the type of maintenance support that will be required for each new system
and equipment purchased. Funding for maintenance should be incorporated into the budget as an
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ongoing expense. Additionally, understanding the staffing requirements for each additional
service or application is necessary to ensure the ongoing implementation of services. Finally,
staff training and updating skills need to be considered on an ongoing basis to ensure all college
faculty and staff have the necessary skills stay to fulfill their responsibilities using the most
current technologies. These four areas must be considered during the initial planning stages in
order develop a realistic budget and timeline.



Chapter 4: Strategic Areas

The MCC Technology Plan focuses on five strategic areas that encompass the services that the
ETS division provides. The following areas are discussed in this chapter.

Administrative Systems

Disaster Recovery/Preparedness
Infrastructure

Security

Teaching, Learning and Libraries

agprwdE

Administrative Systems
Introduction

The college’s conversion to a new administrative computer system (Banner) has recently been
completed. Other recent changes include a new library automation system (ALEPH) and a new
telephone system (VolP). The next four years will focus on sub-systems to enhance the college’s
core administrative applications. These new applications will provide improved information
access and more efficient systems for the college community.

Scope

Administrative Systems refers to the software systems and applications used to operate the
college. These software systems include applications such as finance, payroll, student
information system, email, voice mail, and library management. Software for instruction is
included in the section entitled Teaching, Learning and Libraries.

Trends:

e Integration
e Green computing

Goals and Objectives

1.1. Improve the effectiveness and efficiency of college business processes through the
following projects.

This goal relates to the Strategic Plan 2007-2011 goals:



7.1 Encourage and support new discipline and department specific technology
initiatives and training.

7.2 Capitalize upon technology to increase access to College programs,
academic support and student services.
7.3 Continue to maintain and upgrade technology infrastructure in support of

student learning, teaching and support services.

1.1.1. Implement an Enterprise Data Warehouse (EDW) — the EDW will provide
decision makers with secure, self-service access to reliable historical data. It will
support enterprise-level information needs and complex business analytics such as
trend analysis and forecasting.

1.1.2. Enhance Document Management Capabilities — MCC currently has no structured
system for storing electronic documents. A document management system
controls the life cycle of documents from creation until they are ultimately
disposed of. Features of a document management system include workflow,
approvals, retention rules, archiving and version control.

1.1.3. Implement a Digital Repository — This repository provides a way to manage
research materials and publications that are being developed digitally, as well as
those materials that are digitized after creation. A digital repository meets the
need to collect, preserve, index, and provide access to digital objects in a
professional manner with the end-result of providing global access and ease of use
over time.

1.1.4. Upgrade backup and restore systems — The current backup technology used by the
college for disk storage is based upon LTO2 tape libraries using Tivoli Storage
Manager and Symantec Backup Exec. The amount of disk storage used by the
college makes tape backup impractical, as it is too slow and cumbersome. To
provide the necessary ability to backup the college’s growing disk storage system
and provide fast and easy restoration of data in the event of a disaster the
following need to be implemented:

1.1.4.1.1. Implement a tiered storage system with disk-to-disk backup system
and tape backup for disaster recovery
1.1.4.1.2. Standardize one backup application

1.1.5. Streamline Curriculum Assessment Application — Assessment and program
review are critical elements in our efforts to improve teaching and learning at
MCC. The paper-based system that we currently use for these processes tends to
lead to the creation of a document which is filed and forgotten. The Office of
Curriculum and Program Development plans to digitize the assessment and
program review system to streamline the process.

1.1.6. Increase Utilization of Student Email — Increase the utilization of student college
email for official college communications. Minimizing hardcopy
communications will save paper, and reduce printing and postage costs.

1.2. Reduce college costs through changes in college business processes through the
following projects.
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This goal relates to the Strategic Plan 2007-2011 goals:

1.2.1.

1.2.2.

1.2.3.

1.2.4.

1.2.5.

1.2.6.
1.2.7.

7.6 Develop comprehensive and financially responsible strategies to maximize
technology

Implement new cashier system — The Banner system has a variety of
shortcomings when handling cash payments. There are a number of cashiering
systems designed to integrate with Banner and provide the functionality desired
by the Bursar’s Office.

Enhance parking management system — A parking taskforce recently made
recommendations for changes and improvements to the MCC parking program.
One of the recommendations is to purchase new software that would integrate
with Banner and provide web access to students for payments.

Implement Postage Accounting System — The current postage accounting system
resides on a proprietary Pitney Bowes server with a Windows NT platform. An
effort to upgrade the system through Pitney Bowes has proven to be futile to this
point. A software solution that would interface with Banner Finance whether
written in-house or purchased should be found and the resources made available.

Evaluate Student Email System — The College has moved all student email and
student to a Microsoft-managed system that does not reside at MCC. As the
college delivers more communications via e-mail, this system will be evaluated to
ensure reliability.

Acquire Postal Address Validation System — Address validation software will
clean up misspelled address and assign appropriate city names and ZIP+4 codes to
ensure proper delivery. Address validation at the point of entry will prevent
errors. The software will also update Delivery Point Barcodes (DPBCs) allowing
MCC to generate mailings at a discounted postal rate.

Reduce Paper Consumption
Improve Student Communication

1.3. Improve student access to college information through the following projects.

This goal relates to the Strategic Plan 2007-2011 goals:

1.3.1.

1.3.2.

7.2 Capitalize upon technology to increase access to College programs,
academic support and student services.
7.5 Implement strategies to maximize the effective and efficient use of
technology.
Implement the Luminis Web Portal — The implementation of Luminis will

provide single sign-on to the college’s web based applications and provide a
personalized environment for students, faculty and staff for their information
needs.

Implement a Content Management System — A content management system will
provide a framework for organizing, updating and controlling the content on the
college’s web site.
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1.3.3. Participate in Extended Extensible Catalog Project — The Extended Extensible
Catalog (XC2) is a prototype next generation library catalog that uses open
standards and open source to create an open content finding aid. Currently MCC
is a partner with other libraries and the Rochester Regional Library Council
seeking funding for a regional implementation of a demonstration project for
XC2.

1.3.4. Evaluate Alternative Degree Audit System —Investigate the usefulness of Degree
Works for possible implementation at MCC. Degree Works produces accurate
and readable degree audits and would assist the Graduation Certification Office in
processing program updates and course substitutions. Degree Works can also be
used for long-term advising of students, including development of semester-by-
semester course plans; master schedule planning; curriculum development and
course management and would be a useful tool for academic departments, the
Curriculum Office, Records and Registration, the Career Center, the Counseling
and Advising Center.

Summary

The focus of administrative systems in 2009-2012 will be to bring more efficient applications to
the college community. The ability to process data and make information easily accessible for
decision makers is a major initiative. Integrating most college computer applications through a
campus portal will improve the ease of use for the college community.
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Disaster Recovery/Preparedness

Introduction

Disaster Recovery and Preparedness assures that in the event of an emergency or disaster, the
resources, training, and necessary steps are in place to assure that lives, property and critical
resources are protected, and that a strategy to resume and continue operations is viable. The
scope of Disaster Recover and Preparedness can and should be very broad to assure the safety
of people, property and resources. For the 2009-2012 Technology Plan the scope will cover the
technology related issues associated with this area.

Scope

Continuous Operations - put necessary resources in place to assure that all critical
functions will continue without interruption.

Communication - prepare available resources to convey information and alerts as
appropriate in the event of an emergency or disruption.

Distributed Resources - place critical resources at physically separated locations with the
intention that they would not simultaneously be affected by adverse conditions.

Dedicate staff and cross training to Disaster Planning and Preparedness.

Plans must be tested and responsibilities clear for users

Redundancy - provide duplicate resources with the goal of assuring little or no disruption
to critical functions.

Trends

Disaster preparedness and Business Continuity Plans are being impacted by mandatory
regulations from external organizations.

Risk assessment is part of the preparedness process.

Communication is an essential element at all levels: before, during and after a disaster.
Use of consultants to facilitate testing and training.

Focus on people who are assigned responsibilities in the plan, triage groups, assuring
redundancy of skills, as well as the safety of both responders and users.

Disaster preparedness does not just involve information technology related departments.
Organizations must commit resources to disaster preparedness, both financial and time.
Disaster preparedness must be part of priority setting for the organization.

Annual or more frequent testing of the plan must be on-going.

Technology Planning must include Business Continuity goals.

The use of hot off-site backup and recovery facilities.

Business Continuity Plans must integrate both internal and external providers of service.
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Goals and Objectives

2.1. Develop a disaster recovery plan for mission critical administrative systems.
This goal relates to the Strategic Plan 2007-2011 goal:

7.6 Develop comprehensive and financially responsible strategies to maximize
technology

2.1.1. Continue development of the MCC ETS Business Continuity Plan. This document
should lead into a detailed Business Continuity Plan for all critical MCC functions
and systems.

2.1.2. Ensure that all discussions with external providers should include topics covering
business continuity in the event their services are not available.

2.2. Implement and test the disaster recovery plan for mission critical administrative
systems.

This goal relates to the Strategic Plan 2007-2011 goal:

7.6 Develop comprehensive and financially responsible strategies to maximize
technology

2.2.1. Develop a plan for testing of business continuity plans. Commit ongoing financial
and time resources to testing of the plan.

2.3. Educate the college community regarding MCC policy, processes and procedures to
ensure the campus is prepared.

This goal relates to the Strategic Plan 2007-2011 goal:

7.6 Develop comprehensive and financially responsible strategies to maximize
technology

2.3.1. Develop an education plan to inform MCC departments of risks and how to
develop business continuity plans for each area.

Summary

Just as the 9/11 Commission "looked backward in order to look forward,” so too should others
learn from lessons of the past to ensure that they will not suffer through the same mistakes—or
absorb similar costs—when future disasters strike. Building effective internal and external
partnerships, selecting appropriate strategies, and obtaining upper level commitment and
involvement will insure an effective plan at MCC. The belief that disaster preparedness is purely
an information technology issue can be overcome with effective education and communication.

The process of developing an MCC/ETS Business Continuity Plan is ongoing and will continue

through the next four years with the goal of establishing a fully detailed plan and regularly
scheduled updates and testing.
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The task of building capacity to respond to emergencies may seem overwhelming and beyond
the institution’s ability to finance and implement; however, careful planning and prioritization of
strategies will help MCC to achieve its goals.
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Infrastructure

Introduction

Infrastructure refers to servers, storage, cabling and related equipment which have seen
significant growth over the last several years. Newer facilities will need to be built in order to
keep up with the power (including emergency power and uninterrupted power) and air
conditioning requirements of a growing institution. Along with the increased technology
investments comes an increased energy cost for data centers. ETS will research ways to
implement a broad-based environment approach to maximizing energy and reduce material
consumption and inefficiencies in IT.

Scope

e Systems
o Power conserving technology
Mobile technology verses desktop
Data storage
Migration of new operating systems and desktop software
College-wide VolP deployment
o0 Virtualization infrastructure for servers and desktops

O o0O0oo

e Infrastructure

o Proper environment for technology such as computer room renovation — power and
cooling issues, MDF and SDF
Network Infrastructure moving to 10G backbone and new WiFi 802.11n
Student learning spaces (learning centers, library learning commons, etc.)
Instructional environments (adequate classroom technology)
Provide space needs for departments
ETS involvement from the inception of new construction projects with infrastructure
standards for RFPs
o0 Internet 2 — impact and future implications/uses

O O0OO0OO0Oo

e Resources: Purchasing and Deployment
o0 College-wide approach to technology purchases and deployment
o0 Printing (color, demand, sustainability)
0 RFID Technology for resource management (library, technology, etc.)

Trends

Systems trend in hosting vs. outsourcing
Remote hosting of systems and outsourcing
Prevalence of mobile devices
Virtualization of desktops and servers
RFID technology for inventory tracking
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Disk-to-Disk backups

All classrooms technology equipped
Color printing for students
Networking 10 Gig backbone

Goals and Objectives

3.1. Ensure adequate teaching, learning and support spaces to accommodate current
and future needs of the college.

This goal relates to the Strategic Plan 2007-2011 goals:

11

2.5
5.1

3.1.1.

3.1.2.

3.1.3.

3.1.4.

Ensure that the priorities of teaching and learning are paramount in
departments, courses and programs.

Expand learning opportunities beyond the classroom.

Design enhance and maintain high-quality, multifunctional facilities.

Library and Learning Spaces —Analyze current student physical learning spaces
and plan for adequate space to support future student needs (learning centers,
Library Learning Commons, general spaces, etc).

Department Space — Analyze the current physical spaces assigned to ETS
departments and design appropriate and adequate space for each operation’s
needs.

Acquire contiguous space for CNS office to streamline communications across
functional units.

Acquire first floor space for PC staging area.

3.2. Ensure adequate physical and virtual technology infrastructure “space” to
accommodate current and future needs of the college.

This goal relates to the Strategic Plan 2007-2011 goals:

5.1 Design enhance and maintain high-quality, multifunctional facilities.
7.4 Continue to maintain and upgrade technology infrastructure in support of
student learning, teaching and support services.
7.5 Implement strategies to maximize the effective and efficient use of
technology.
7.6 Develop comprehensive and financially responsible strategies to maximize
technology.
3.2.1. Data Center — Work with contractors and consultants on the design and upgrades
of MCC’s data centers and distribution frames across campuses.
3.2.2. Upgrade 6-106 — Upgrade the Computer Room with a new cooling system,
Uninterrupted Power Supplies (UPS), generator/emergency power.
3.2.3. Design a Disaster Recovery Site
3.2.4. Upgrade MDF — Accommodate growth of equipment.
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3.2.5. Data Storage — Annually assess storage capacity and ensure adequate storage to
support current and future needs.

3.2.6. Add Redundant Storage Units at the DR Location
3.2.7. Add Storage to Existing Netapps Storage Devices
3.2.8. Research Disk-to-Disk Backups and Virtual Tape Libraries

3.3. Develop a college wide approach to technology purchases, replacement and
deployment.

This goal relates to the Strategic Plan 2007-2011 goal:

7.6 Develop comprehensive and financially responsible strategies to maximize
technology.

3.3.1. Implement a Purchase And Deployment Plan for PCs

3.3.2. Implement a Purchase And Deployment Plan for Printers (See Xerox Study)
3.3.3. Implement a Purchase And Deployment Plan for Laptops

3.3.4. Implement a Purchase/Replacement and Deployment Plan for Servers

3.3.5. Implement a Purchase/Replacement and Deployment Plan for Networking
3.3.6. Implement a Purchase/Replacement and Deployment Plan for Storage

3.3.7. Implement a Purchase/Replacement and Deployment Plan for Classroom
Technology

3.3.8. Implement a Purchase/Replacement and Deployment Plan for Meeting and Event
Spaces

3.3.9. Implement a Purchase/Replacement and Deployment Plan for Student Library
Learning Technology (Laptops, DVD Players, MP3 Recorders and IPods)

3.4. Ensure the Systems, Network, and Infrastructure “standards” documents are
current.

This goal relates to the Strategic Plan 2007-2011 goals:

7.4 Continue to maintain and upgrade technology infrastructure in support of
student learning, teaching and support services.

7.6 Develop comprehensive and financially responsible strategies to maximize
technology.

3.4.1. Document all current infrastructure standards and plan for future upgrades.

3.4.2. Create an infrastructure standards document for use in the creations of RFPs for
new and renovation construction projects.

3.5. Aggressively implement energy conservation strategies when replacing current and
deploy new technology.
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This goal relates to the Strategic Plan 2007-2011 goal:
5.2 Promote and implement energy conservation and viable sustainability

initiatives.

75 Implement strategies to maximize the effective and efficient use of
technology.

7.6 Develop comprehensive and financially responsible strategies to maximize
technology.

3.5.1. Replace Older Technology with “Greener” Technology

Summary

ETS will continue to virtualize our physical servers and research the advantages of thin-client
technology. Planning of new and upgraded data centers and new equipment will be implemented
using energy conservation strategies and, when replacing equipment, watch trends in networking
speeds, WiFi integration, remote sourcing and classroom technology, and implement projects as
necessary.
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Security

Introduction

Cyber security threats remain a critical concern for higher education. ETS will perform
Information Technology (IT) planning and the justification of spending to ensure a sustainable
security effort that targets the prioritized security issues and risks with the most-efficient tools.
IT security policies, procedures and guidelines will be audited and reviewed on a regular basis
considering new security threats, and vulnerability evaluation. ETS will implement effective
encryption mechanism for protecting computers, email and stored on media.

Scope

This security section focuses on the following categories: personnel and job duties of a Chief
Information Security Officer (CISO) and Security Team, antivirus software, email filters, virtual
private networks (VPN), firewalls, Intrusion Detection Systems (IDS), IT policies, procedure and
guidelines development, contingency plans, user authentication, data encryption, data
sanitization, physical security measures and security awareness training. These are address in
the goals portion of this report.

Trends
When researching the area of IT security the following treads were noted:

e Increased threats from external and internal security vulnerabilities.

Data sanitization for desktops, laptops, PDA, Phones, media

Increased information access and encryption controls.

Stronger authentication methods beyond simple pins and passwords

Proactive management of security.

Security solutions will move from products to products plus services.

IT security now includes physical security such as door systems, video surveillance, and
biometrics.

User security awareness and education programs

e Appointment of a Chief Information Security Officer (CISO) and security team.

e Increased surveillance and monitoring of sensitive information, systems and facilities

Goals and Objectives
4.1. Review college roles that focus on information security annually.

This goal relates to the Strategic Plan 2007-2011 goal:

4.5 Implement processes for ensuring an appropriate alignment of workload
and job responsibilities.
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41.1.

4.1.2.

Reaffirm the roles and responsibilities of the Chief Information Security Officer
(CISO). The CISO will report to ETS VP and is responsible for providing tactical
information security advice and examining the ramifications of new technologies.

Reaffirm the roles and responsibilities of the Security Team. The security team
will be responsible for enterprise security, protection services, privacy of
employees and students, and information security.

4.2. Educate the college community on security policies and best practices.

This goal relates to the Strategic Plan 2007-2011 goals:

4.2.1.

2.5 Expand learning opportunities beyond the classroom.
4.6 Encourage and support professional and personal growth through

development activities and training.

7.1 Encourage and support new discipline and department specific technology

initiatives and training.

Security Awareness Program — Develop and implement an ongoing security
awareness education program for students and employees. Establish a budget and
trainers; identify the course content and delivery mechanisms.

4.3. Ensure policies and funding are adequate to support the needs of the college.
This goal relates to the Strategic Plan 2007-2011 goal:

43.1.

4.3.2.

4.3.3.

4.3.4.

4.3.5.

Summary

7.6 Develop comprehensive and financially responsible strategies to
maximize technology.

Audit Security — Perform an audit of MCC’s security policies, procedures and
guidelines on an annual basis. This audit will produce a prioritized list of security
projects to implement based on risk assessment as part of the IT Security Plan.

Emergency Funding — Establish contingency funds for security equipment
failures, replacements and unexpected challenges.

Monitor Room Access — Review and audit the surveillance and monitoring of
sensitive information, systems and facilities; implement individual accounts and
password to access IT resources, and MCC rooms.

Data Sanitation Guidelines — Protecting and eliminating sensitive data stored on
IT assets that are no longer needed (desktops, laptops, PDA, Smartphones, media)
etc). Guidelines for the disposal, clearing, purging and destroying.

Encryption — Promote and enforce effective mechanism for protecting data
transferred between computers, sent in e-mail, and stored on disk.

Effective security in today’s interconnected environment requires integrating legal, managerial,
operational, and technical considerations. One of the most effective security measure that an
institution can take is to name a CISO, who will work as a security promoter. To be successful,
the C1SO must be given an appropriate institutional mandate and job description. The CISO's
responsibilities should include awareness training, policy preparation and implementation,
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auditing, and information gathering and analysis. The role of the CISO should be seen as driving
effective change management, as well as implementing effective IT security measures.

As data and identity theft become more prevalent and more stringent privacy legislation emerges,
many institutions are employing encryption in their layered security architectures. Authentication
is a basic aspect of security, enabling the restriction of access to authorized users and attribute
abuses to personal accounts.

Because of the openness of higher education networks, it is possible for individuals to eavesdrop
on network traffic in a variety of ways. Computer intruders install sniffers on compromised
systems and anyone can connect a computer to the network via a wall jack or wireless access
point and eavesdrop on traffic. ETS recognizes the importance of using secure protocols to
protect data and passwords as they travel between clients and servers.

Security is not just a technical issue. Statistics consistently show that the majority of security
breaches are caused by insiders. No organization can be 100 percent secure — despite all best
efforts; new threats will continue to surface and will require new measures. An education and
awareness program for all students and staff will inform of new threats and help avoid security
incidents on campus. An overall plan for security must involve specific technical approaches,
policy development and educational programs.

To sustain enterprise security, MCC must move toward a security management process that is

strategic, systematic, and repeatable, with efficient use of resources and effective, consistent
achievement of goals.
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Teaching, Learning and Libraries

Introduction

Technology has become an integral part of the teaching and learning process and impacts all
services that ETS provides to the college community. Technology is not the answer, but simply a
means to an end.

The two primary areas in ETS providing direct services in teaching and learning to the college
community are the ETS Libraries and Instructional Technologies. Their mission statements
below reflect this commitment.

The mission of the MCC Libraries is to instruct a diverse student body, faculty, and
staff in access to and evaluation of resources which enhance the curriculum, give
access to research scholarship, and support a core collection to encourage critical
thinking.

The mission of Instructional Technologies is to lead and serve the college community
in the development and implementation of instructional technologies to improve
student success.

Scope

The goals and recommendations in this section will focus on areas that directly affect faculty and
students. These areas have been identified in the current strategic plan as well as through
research and review of national trends.

Access (flexibility, identity)

Resources (collection, technology, materials)

Instruction (support, design, delivery, toolbox)

Space (design, integration, collaboration, flexibility)

Content (access, changing , user)

Staffing (professional expertise)

Knowledge creation (library information services, technology integration)

As technology has grown to a point where it is an integral component of everything we do,
ETS’s impact in the classroom and on our students’ lives has grown as well. The other sections
of the Technology Plan deal with the systems and technology that impact the college. This
section focuses on the role that Educational Technology Services plays in the teaching and
learning process.

Trends
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The following trends have been identified through research, staff expertise and collaboration
with peers.

Rapid change: students, technology, expectations

Evolution of the Internet: web 2.0, social networking, virtual worlds

The "next generation” library catalog is not a catalog; it is a finding tool that incorporates
open standards, open source, and open content. It provides transparent searching of
“traditional” catalog, internet, article databases, web 2.0 and anything else selected. It is
interactive; employing the social tools of web 2.0 and requires time, money, people with
specific technical skills, and hardware.

Library as Space/Library as Community/Library as Learning Space/Center of Culture —
Reinventing the information experience through podcasting/video casting studios, mini-
theaters and other group spaces to create content. The patron/user experience is gaining
prominence as key measurement criteria.

The rise of the “virtual scholar” — Increasing student ownership of mobile computing
devices, rise of e-books, content explosions (primarily user-generated), emerging forms
of scholarship and publication; semantic web nearing its tipping point. Tailored policies —
“one size fits all” does not fit clear differences in information seeking behavior by
subject, gender and work role.

Library as place for knowledge creation — Students utilizing databases, productivity
software and media studios to compile, transform, and integrate various materials to
engage in the knowledge creation process.

Transitioning and repurposing staff for the changing environments — Flexibility to adapt
job expectations and functions to meet the rapid changes in teaching, learning and
technologies.

Technology is first about communication

Increased use of course management systems

IT as a barrier to learning versus IT as an enabler of learning based on how effectively IT
Is used in courses

IT increasingly used in courses but often still used to automate doing the same things
Growth of online programs and degrees

Increased demand for computer resources including group work spaces to assist in
collaborative group work.

The evolution of the physical and virtual classroom: technology, delivery, flexibility

These trends align with the scope of this section and also reflect our changing students and
society at large. Technology has changed the way people communicate and interrelate by
providing many tools that enhance social interactions and break the barriers of distance. We truly
live in a global society and our current students reflect this in their expectations. These trends
overlap considerably and all emphasize the evolving needs and skills of our students. They speak
to the demand for flexibility in delivery, access, instructional design, and learning opportunities
as well as the expectations of digital natives.
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Goals and Objectives

5.1. Ensure that MCC is addressing the diverse needs and expectations of our students.

This goal relates to the Strategic Plan 2007-2011 goals:

5.1.1.

1.2 Adapt the design and delivery of courses, programs and services to address
changing educational and training needs.
7.1 Encourage and support new discipline- and department-specific technology
initiatives and training.
7.3 Provide support for expanded distance learning initiatives.
Recognize and support the diverse learning styles, technology literacy and

communications techniques across the student population.

5.2. Research, review, implement and support new technologies to enhance teaching
and learning.

This goal relates to the Strategic Plan 2007-2011 goals:

5.2.1.

5.2.2.
5.2.3.

5.24.

5.2.5.

5.2.6.

5.2.7.

5.2.8.

7.1 Encourage and support new discipline- and department-specific technology
initiatives and training.
7.3 Provide support for expanded distance learning initiatives.
7.5 Implement strategies to maximize the effective and efficient use of
technology.
Ensure effective training and support for the faculty in the areas of instructional

design and new technologies. (ECAR Study)
Develop instructors’ technology skill sets.

Train instructors on how and when to effectively integrate technology and
pedagogy.

Increase instructor and administrator awareness about how their students differ in
technology savvy and access to technology resources and how to factor that into
instruction.

Improve the speed, reliability and support of the institution’s network and
academic applications, especially course management systems.

Expand the role of the Angel to provide a comprehensive collection of tools and
resources for teaching and learning.

Support development of online access to all services and maximize integration
with current and future content management systems such as Luminis and Angel.

Evolve collection development to increase access and enhance learning spaces.
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5.3. Review current ETS operations and explore opportunities for enhancing services
and increasing efficiencies.

This goal relates to the Strategic Plan 2007-2011 goals:

5.1 Design, enhance and maintain high-quality, multifunctional facilities.

7.4 Continue to maintain and upgrade the technology infrastructure in support
of student learning, teaching and support services.

7.5 Implement strategies to maximize the effective and efficient use of
technology.

7.6 Develop comprehensive and financially responsible strategies to maximize
technology.

5.3.1. Actively seek partnerships and shared funding models when implementing new
facilities and services including the new downtown campus.

5.3.2. Evolve current teaching and learning spaces to maximize access and to create
flexible spaces and explore opportunities for new spaces.

5.3.3. Create library based media labs to integrate information and technology to expand
student knowledge creation capabilities.

5.4. Encourage and support professional development activities.
This goal relates to the Strategic Plan 2007-2011 goal:
4.6 Encourage and support professional and personal growth through
development activities and training.

5.4.1. Provide ongoing professional development and support for ETS staff to keep up
with the rapidly evolving technologies.

These goals collectively aim to increase access for student and faculty to technology that
supports their needs and explore new technologies enhance the educational experience. This is
balanced with the need to ensure training and support so technology can be used effectively and
efficiently.

Summary

The directions and projects that Instructional Technologies and MCC Libraries undertake will
have a significant impact on teaching and learning at MCC for years to come. This
Technology Plan defines our direction in broad terms of increased access and our
changing students. The goals in this Plan support the college’s Strategic Plan by ensuring
that ETS remains focused on balancing the demands of users and the exploration of new
technologies with the need for efficient implementation and adequate support.
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Chapter 5: Governance and Funding

Governance

Many of the goals and priorities of the MCC 2009-2012 Technology Plan are derived from the
2006 MCC Middle States Self Study Report and the 2007 MCC Strategic Plan. In fact by design
the Technology Plan lags the Strategic Plan by one year so that it can better address the strategic
directions of the college. As evident in Chapter 4 the goals of the Technology Plan are linked
back to the Strategic Plan. Additionally the MCC Facilities Master Plan was reviewed by ETS
staff to ensure consistency with the physical campus development. At all levels institutional
initiatives and institutional directives have assisted in guiding the technology planning process.

As a result of Monroe Community College’s first Technology Plan (1997-2001), the college
established four advisory committees to review and recommend technology initiatives: Distance
Learning, Libraries, Classrooms, and Administrative Systems. Over the years, these committees
have been altered to fit the needs of the college community (e.g. Administrative Committee is
now the Banner Management Committee). These recommending bodies are active when
necessary, and recommend projects and priorities to move the college forward. In 1999 a
campus-wide project review team was established with representatives from all divisions. This
team typically meets twice a year, reviews and prioritizes projects, and recommends projects to
the ETS Vice President, who then meets with the other vice presidents for final agreement on
what projects move forward. During the development of the next Technology Plan it is
recommended that a review and reconsideration of existing advisory committees be conducted,;
particularly in the areas of emerging and classroom technologies.

In addition to the advisory committees established in the original Technology Plan process, two
other parallel initiatives were put in place to consider the disposition of technology funding.
First, the Classroom Equipment Replacement Plan (CERP) was established to address classroom
needs including all items from microscopes to x-ray equipment; and was designed to be managed
by Academic Services. This plan is keyed off the Banner procurement dates with a life cycle
assigned for each piece of classroom equipment. Forecasting replacement is easy due to the
automated system. The Computer Deployment Plan (CDP) was implemented in September 2008.
This effort centralized computer funds and diverted them to a college-wide plan for purchasing ,
deployment and re-deployment of computers. Managed by ETS, divisional representatives meet
three times a year to recommend placement and re-deployment of computer options. Laptops
and printers primarily fall under the classroom equipment replacement plan; some ancillary
groups (e.g. Student Association) are responsible for their own computer deployment plan.
Committee structure, the charge to the committee(s), and committee membership are reviewed
every two years. There are no recommended changes to these committees.

Funding

As a result of the 1997-2001 Technology Plan, over a half million dollars were added to the
college’s annual budget by the County of Monroe for technology. The college has leveraged
these funds to acquire additional dollars from Capital Improvement Funds, Grants, Foundation,
and Legislative Initiatives. Additionally, operational funds at the departmental and divisional
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levels have supplemented the technology budget to assist in moving the college forward. Since
2004, almost $6.4 million have been spent on technology.

In the past, only two categories of technology projects were funded/partially funded: Technology
Plan and Classroom Equipment. These funds were used for new initiatives as well as
replacement equipment. Unfortunately the amount of funds allocated to these categories have
been variable, thereby prohibiting any life cycle or routine replacement management. In the past,
technology planning and funding has had to rely on end-of-year funds, primarily from salary
savings, diverted to support technology.

It is recommended that technology implementation use the same model as the CDP utilizes,
conservative protected amounts annually dedicated to (1) classroom equipment, (2) infrastructure
improvements, and (3) new initiatives. Additionally, ETS should seek Capital Improvement
Funds to assist in the annual cost for ongoing infrastructure maintenance and repair.

Currently, ETS has a technology shortfall of almost one-million dollars annually for technology;
and the College has a similar shortfall of almost two and a half million. ETS working with the
College must prioritize what aspects of technology are critical, find the funds to support critical
technology components, and delay or eliminate non-critical items.

New initiatives, like a new downtown campus, could impact our governance and funding
models. ETS must pay close attention to these new initiatives and adjust as necessary the way
we conduct business.

Additional Funding Strategies:

e Seek Capital Improvement Plan funds to maintain infrastructure related items
e Seek grants (e.g. Perkins) to procure PCs, freeing up operational dollars for other
initiatives
e Capture new federal stimulus dollars for community colleges
e Implement a printer policy (see Xerox Study)
o All printers must be networked, able to duplex print (double sides)
o Implement student chargeback printing

A viable technology funding plan most not rely solely upon new dollars for all priorities. In tight
fiscal times a conscientious and comprehensive review of existing services and traditional ways
of operations need to performed on an ongoing bases. It is recommended that ETS systematically
review the provision of technology and the services derived from the technology to identify cost
saving either through new efficiencies or the elimination and merger of services.

A word of caution — we are projecting the size and costs of systems based on what we know
today. We have little knowledge on what new versions of Banner and Microsoft Operating
systems might do to our operations and budgets in the coming years.
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Chapter 6: Technology Plan Implementation

Overview

A well-established process is in place for developing, reviewing, and funding technology related
proposals/projects. Since 1998 over 200 projects have been identified and approximately 75%
have been funded. This process leads to innovative ideas that can be explored, tested, and when
appropriate included in the technology process of MCC.

Project Submission
Technology Plan projects can be submitted by any member of the college community. Two
criteria must be met:

1. Each project must exceed $5,000.

2. Projects must be institutional in scope; individual, department, or divisional projects will
not be considered.

3. Recurring costs such as maintenance fees or licensing fees are not covered by the
technology plan budget.

Project submission forms can be found on the M drive. Completed forms are submitted to the
appropriate divisional representative for initial review and comments. A brief project
description, the projected timeline for completion, resources needed (personnel and funds), how
it fits with MCC’s Strategic Plan, MCC Technology Plan, and MCC Master Plan are included as
part of the process. Also included are sections that ask for anticipated outcomes, how the project
will be evaluated, and additional steps a project requires.

Project Review and Recommendations

Divisional representatives typically meet twice a year (October and April) for review and
prioritization of Technology Plan projects. This recommending body reviews each project and
how it might improve the college’s operations. The team prioritizes the projects and a
recommendation is sent to the Vice President of Educational Technology Services who shares
with all the vice presidents. The Vice Presidents review the committee’s recommendations and
when possible, funding is identified.

Funding

As a result of the college’s efforts to produce a well-documented Technology Plan; Monroe
County allocates annual funds to the college’s operational budget exclusively for funding
technology. By leveraging these funds, we have been able to obtain matching funds from
external sources including New York State, the MCC Foundation, and grants. Additionally, we
have been successful in obtaining Legislative Initiatives and Capital Improvement Project (CIP)
funds. Further, since the proposals are generally well written and the technology need is well
documented, the Vice Presidents often contribute to funding specific technology projects with
any savings they may realize over the course of the budget year.

Implementation
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The timeline for implementation varies greatly. Some projects can be accomplished in a semester
or two; others may be spread across multiple years. Some projects involve a department or two;
others may involve the college community.

Tracking and Reporting

Since 2004, MCC have spent almost $6 million on technology projects. These projects have
enhanced the teaching and learning experience for our faculty and students, have upgraded
antiquated administrative systems, and have provided the college community with facilities with
state-of-the-art technology.

A variety of projects have been identified for technology implementation. These include the
Computer Deployment Plan, Classroom Equipment Replacement Plan, Infrastructure
Replacement, and New Technology Initiatives. Funding sources are identified as part of this
plan.

Summary

The Technology Plan implementation process is well refined. The college-wide committee seeks
input from all and maps a plan. The college obtains necessary funds and implements the
technology. This process helps ensure that all aspects of the college community have input and
are represented in the technology planning and implementing process. MCC remains a leader,
due in part to the technology we offer.
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Summary

Technology planning is an ongoing process that balances the objetives of maintaining and
supporting existing systems with the goals of capitalizing on innovations to advance the
environment for teaching, learning and business operations. Technology has become an integral
part of virtually every operation at the college. Now the challenge is to provide ongoing and
sufficient funding and staffing to meet these college aspirations.

This Plan is a roadmap for technology for the next four years and was developed to support the
college’s Strategic Plan. The Plan establishes goals and objectives that will support the college’s
current systems; as well as promote innovation and exploration to ensure that MCC remains a
leader in the use of technology. The goals and objectives in the Plan focus on five areas:
administrative systems, disaster recovery/preparedness, infrastructure, security, and teaching,
learning and libraries. These strategic areas focus ETS’ efforts to guarantee that technology is
addressing the needs of the college. Key themes of this plan include access, online services,
green technology and comprehensive planning and support. These themes will be a consideration
in every new technology initiative

MCC is a leader in innovative and efficient uses of technology and our students, faculty and staff

have come to expect this. This Plan will guide the college for the next four year and enable ETS
to continue to meet and exceed these expectations.
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Appendices

The following items are included in the appendices.

EMMoUO®»

Technology Projects: Implementation Plan
Technology Plan Employee Survey Report
Technology Plan Employee Survey

Technology Plan Student Survey Report
Technology Plan Student Survey

Overview of the Principles of a Learning College
ETS Glossary of Terms
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