Current Phishing Attack

You should always think twice about clicking on a link in an email. Below is one of the emails from the current phishing
attack.

When you hover over a link in an email the address of the link (also known as a URL) is displayed in two places in

Outlook, outlined in red below. On the web version of Outlook at mymail.monroecc.edu, the link will only appear in the
lower left hand corner.
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Because[this email claims to be from Blackboard:
The link address should match a In the signature there is no If we look at the who the email is
monroecc.edu address or an contact information. from it should be from an
open.suny address. The address @monroecc.edu or an @suny.edu
shown here is to an unknown address. The address shown here
destination. is from an unknown source.

You can always contact Technical Support for MCC at x8324, option 3 if you have any questions about the legitimacy of
an email or if you want to report a spam email. If you know it’s spam you can forward it to
spamsubmission@monroecc.edu and delete it from your email.

Clicking on the link of the current phishing attempt will bring you to the very convincing site shown on the next page.
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This is not a Blackboard page. Note the web address.
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Some phishing emails are using logos to make it look like it is legitimate. There are some more examples of phishing
(found on the web) on the next few pages.
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0 vou forwarded this message on 7/16/2014 11:23 AM.
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Message HEUST-CentralAuthenticationService.htm (4 KB) attachment can be

dangerous
Dear ITSC User, =

We are working hard to fight phishing/spamming. We have upgraded our platform to a more
better and Secure one. You are required to download the attachment, Sign in twice for you to

enjoy this platform. /Threatening user that their account

will be deleted if they do not response
Failure to validate your account may result to loss of jmportant information in your mailbox or canse

limited access to it We are sincerely sorry for any inconvenience this might cause you; we tend to serve

vou better. .
No real person’s name included and no
Helpdesk mention of a phone number to call or
2014 person to contact -
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Subject: Suspension
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amazoncom
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Dear Client, | <M GeNEYiC NON:personalizedgreeting

We have sentyou this e-mail, because we have strong reason to belive, your account has been used by someane
else In order to prevent any fraudulent activity from occurring we are required 1o apen an investiaation into this matter.
Weve locked your Amazon account, and you have 36 hours to verify it, or we have the right to terminate it.

To confirm your identity with us click the link bellow:
hitpshwww amazon.comiexeciobidosisian-in html

Hovering over: the,link reveals,itpointsite.a.non-Amazon

site;- "http://redirect-keresked

Sincerely, joom"

The Amazon Associates Team

© 1996-2013, Amazon.com, Inc. or its affiliates




From: Bank of America <crvdqi@comcast.net>

Sublect: Notification Irregular Activity

Date: 44:42 PM PDT
To: Undisclosed recipients: ;

Reply-To: crvdgi@comcast.net

Bankof America 27

Online Banking Alert
Dear mﬁ;:

We detected unusual activity on your Bank of America debit card on 09/22/2014.
For your protection, please verify this activity so you can continue making debit card

transaction peut-intarruntion.

ttps:/ /www.bankofamerica.com \‘
your account activity, After verifying your debit camhrtp:”bit.do,l'ghsdfhgsd
transactions we will take the necessary steps to protect your account fromerragas—
If you do not contact us, certain limitations ‘may be placed on your debit card.

Grammatical Enrg

@ 2014 Bank of America Corporation. All rights reserved.

Hopefully these examples will help you spot phishing attacks.

As a reminder, Monroe Community College will NEVER send you an email directing you click a link and enter your MCC
Network Account credentials (your username/password), and we urge you to treat ANY such requests as hacking
attempts. If you know it’s spam you can forward it to spamsubmission@monroecc.edu and then delete it from your

email.

Additionally, no one at MCC should ever ask you for your password and you should never give anyone your password.

To see more phishing examples take the Cybersecurity Awareness Training. Go to the Technology Help tab (Tech tab) in
myMCC. Click on the Cybersecurity Awareness Training link under Technology Links. On the sign in page use the

dropdown to select Monroe as the campus and click on the Login button.

You can always contact Technical Support for MCC at x8324, option 3 if you have any questions about the legitimacy of

an email or if you want to report a spam email.
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