The cyber criminals have been sending out spoofing emails where they are pretending to be someone at
MCC. Lately, this type of email has been extremely common at MCC.

The spam below is hard to spot because it looks like it has been sent from someone in the college. To
determine this is spam look at the “From” field. Usually the from field has a ‘Last, First’ name format. As
you can see in the following emails only the last name of the person is shown. When receiving an email
stating there is an invoice DON’T CLICK ON THE LINK until you ask yourself:

1. “Why would this person be sending me an invoice?” If it seems strange call the employee
sending the invoice.

2. Anyone who sends you an invoice should state what the invoice is for in the email and they
should include their contact information. When that information is missing call the individual or
company to confirm it is an actual invoice before clicking on the link or opening the attachment.

Thu &/14/2018 %:58 AM
Broberg
Invoice 271073

To Brandt, Scott M (Communications and Metwork Services)

Your invoice appears below. Please remit payment at your earliest convenience.
Thank you for your business - we appreciate it very much.

hitp:/fwww.chuyenmicro.com/ACCOUNT/Invoice-912306/

Regards

Broberg, Scott (Communications and Network Services)

Continued on next page...



This email is similar to the last one. It has been made to look like it is coming from someone at the
college. Again, there is no information in the signature other than a name. The “From” field only
contains a last name. Why would someone from “Chemistry and Geosciences” be sending an invoice to
Veteran Services? The difference with this one is that the virus is contained in the attachment. If you
were to open it your computer would be infected.

BAE B rerane Semdnes 1 L3l

Irvy # ITY-36-07003 Veterans Services
E'_ Irny & ITY-38-07003, doe
il have received an ke fram Andersan, Jasen [Chemistry 2nd Geasciznces) for 53,054.57,
Abtachmet File Type: Doc (Microsoft Word), Multi-Page

Best regards,
Ardersom, kason (Chemistry and Geostiences) (=

Continued on next page...



This next piece of spam should be easy to spot.

Fri 7/13/2018 10:05 AM
Ake

Invoice DXRB-04-11655 Gallion. Christineg M (Communications and Network Services)
T ey e+ e e e e

OYou forwarded this message on 7/16/2018 &:22 AM.,

You have received an invoice from GALLION, CHRISTINE M (COMMUNICATIONS AND
NETWORK SERVICES) for $4.664.22.

http://kindowmart.com/newsletter/En/Jul2018/0rder-96665296465/7rcpt=Gallion, Christine M
(Communications and Network Services)&email=cgallion@monroecc.edu

In the next email, the cyber criminals used an employee’s name but did not use an @monroecc.edu
email account. Internal invoices would not be coming from an “@mel2.obs-mip.fr” address.

Mon 7/16/2018 9:21 AM
Flesch@mel2.obs-mip.fr

rﬂj’lllcll\ WL NIV WIWGD W |’T~J‘35?
To Gallion, Christine M {Communications and Network Services)
o‘f'ou forwarded this message on 7/16/2018 8:22 AM.

hitp-//www.ultigamer. com/wp-admin/includes/pdf En/Client/ Account-697827
rept=Gallion, Christine M (Communications and Network

Services)&email=cgallion/@meonroecc.edu

Attachment File Type: Doc (Microsoft Word), Multi-Page

Continued on next page...



MCC employees are still receiving other types of spoofed email like the one below claiming to be from
UPS or other businesses. UPS would not be using the email “pacific@treknorth.com.au.” Additionally
the employee who received this email does not deal with receiving or sending packages off campus. This
gave them a red flag and they did not click on the tracking number link.

Fri 7/20/2018 %32 AM
UPS US <pacific@treknorth.com.au>
Tracking Number SLJW61983953968216

Ta Flesch, Sean (Communications and Netwark Services)
0 You forwarded this message on 7/20/2018 11:50 AM.

The physical parcel may or may not have actually been tendered to UPS for shipment.

SHIPMENT CONTENTS

Tracking Number: 9LTW61983953068216

From: Wirley, Eileen M (Technology Services - AVP Office)
Number of Packages: 2

Scheduled Delivery: 07/20/2018

Weight- 16.0 KGS

Spoofed email can be hard to spot. If you receive any type of spam, help our spam filters work better by
forwarding the email to spamsubmission@monroecc.edu and then delete the email from your Outlook
account. If you are not sure if it is spam DO NOT CLICK ON THE LINK OR OPEN THE ATTACHMENT,
instead call technical support at x8324, option 3 and a technician can assist you in determining if the
email is legitimate.



mailto:spamsubmission@monroecc.edu

